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CCNR’s role

Aiming at further Improving and

harmonising inland navigation standards

and regulations.

The safety of persons and goods in

navigation activities is a longstanding

concern which, however, requires

ongoing adaptation of standards.
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Cyber-threats are real

Introduction



MAERSK CASE STUDY
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Our reliance on information technology
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• On-board systems

Controls 

Navigations

• Infrastructure systems

Controls

Lock and bridge management

Traffic planning

• Servicing systems

Web portals 

Distributed services
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• Automated / autonomous Vessels

• Digital Multimodal Nodes

• E-documents
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• Broaden the risk assessment

• Use all possible levers

• Promote Trainings and 

continuous learnings
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Question to be answered

What cyber-risks for 

inland navigation are 

we (un)aware of ? 

Next steps



CESNI 2019-21 work programme

Next steps

TASKOF CESNI/TI

Undertake technical and legal analysis and

develop recommendations regarding cyber-risks

and other safety risks for IT applications in inland

navigation and provide proposals for concrete

mitigation measures



2019 Workshop Cybersecurity

• Further Awareness 
supported by CS 
experts

• Draw a roadmap for 
cybersecurity

• Deliver and share 
good practices

Next steps



We have created societies in the physical 

world where we feel safe,

We need to make sure that that also 

happens in the digital World 

Jim Hagemann Snabe

CEO A.P. Møller-Mærsk

Tallinn Digital Summit keynote speech 

September 2017
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